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CHANGE LOG
VERSION 0.31 (FINAL 5)

Rationalized the complete Proposal 4 presentation and nomenclature around the model in Slide 107

Lly- r 4.Trust Agents Layer
— =

2. Added Appendix D:Two-Layer Honey-Peanut Butter-Jelly Model for Trust Spanning Layer Frameworks.
See Slide 118
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CHANGE LOG
VERSION 0.30 (FINAL 4)

I.  Appendix A:Added slide Web 7.0: Celtic Tree of Life TSL Model (Trust Foundation Services View). See
slide 106

2. Appendix C added:Trust Protocol Profile-Trust Spanning Layer Framework:Trust Protocol Profile

Example Scenarios. See slide |13

3. Appendix C:Added slide Trust Protocol Profile-Trust Spanning Layer Framework: Proposal 4

Assessment. See slide | 14

4. Appendix C:Added slide Trust Protocol Profile-Trust Spanning Layer Framework: Assessment of
Other Proposals. See slide | 15

CHANGE LOG
VERSION 0.28 (FINAL 3)

I.  Appendix B added: Data Replication (Subscribe/Publish) Scenario : Publisher-Notify/Subscriber-

Pull Super Protocol. See slide 106.
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CHANGE LOG
VERSION 0.27 (FINAL 2)

I.  Appendix A added: Celtic Tree of Life Trust Spanning Layer Model (Implementation View).
See slide 102.Thank you Joe Spencer for the feedback.

2. Clarification:While DIDComm Message Attachments are formally part of (in-scope for) Proposal
4,Verifiable Credentials, a specific category of attachment, only represent one type of DIDComm
Message Attachment (that is used for illustration purposes).The content/payload of a DIDComm
Message Attachment can be anything (e.g. mDLs, Microsoft Office documents, XML documents,
images/photos, etc.). Thank you Wenjing Chu for asking for this clarification.

3. Attachments can be imbedded in a DIDComm Message or external to a DIDComm Message
(attached “by reference”). See slide 69.

4. “Verifiable Credential Sender-Receiver Model” renamed to “Credential Sender-Receiver Pattern”.

5. Slide 85 added: Side Bar:Web 7.0 DIDComm DID Registry Gateway: Automatic Agent Code
Generation. A response to the question about Hyperledger vs W3C DID Resolution protocol
support.

SINGULAR PURPOSE OF THE PROPOSAL 4
CONTRIBUTION AND TODAY’S PRESENTATION

|. To table the complete Proposal 4 story — end-to-end — supporting the following
proposition:
* DID Communications (DIDComm) Protocol as the basis for a Unified Trust Spanning
Layer Base Protocol

Proposal 4 represents a Unified Trust Spanning Layer Base Protocol solution based

on readily available, proven, comprehensive, understandable Internet technologies

and specifications
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First Principles Thinking
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First Principles: The Building Blocks of True Knowledge
(https://fs.blog/2018/04/first-principles/)

than from first principles.”

First Principles Method Explained by Elon Musk
(https://www.youtube.com/watch?v=NV3sBIRgzTI)

Copyright (¢) 2021 Michael Herman (Alberta, Canada) — Creative Commons

“Sometimes called “reasoning from first principles,” the idea is to break down
complicated problems into basic elements and then reassemble them from
the ground up. It’s one of the best ways to learn to think for yourself, unlock

your creative potential, and move from linear to non-linear results.”

“I think it is most important to reason from first principles rather than by
analogy. One of the ways we conduct our lives is we reason by analogy. We do
this because something was like something else that was done or it was like

what other people were doing. It’s mentally easier to reason by analogy rather

Trusted Digital Web: 8-Layer Architecture Reference Model (TDW-ARM) 0.22 — July 2021

Michael Herman, Trusted Digital Web, Hyperonomy Digital Identity Lab, Parallelspace Corporation
https://github.com/mwherman2000/ TrustedDigitalWeb
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PROPOSAL 4 :TRUST SPANNING PROTOCOL TASK FORCE

* Mission
* The mission of the TSWG is to draft the TolP Trust Spanning Protocol V1.0 Specification to meet the
requirements for TolP Layer 2 as specified in the TolP Technology Architecture V1.0 Specification.
* Deliverables

* The deliverable of this Task Force is the TolP Trust Spanning Protocol Specification that must meet the

18 requirements for the TolP Layer 2 protocol as specified in the TolP Technology Architecture V1.0

Specification.
TolP Layer 2 Trusted SppeaningRestessisiessssmentGiraniskiotmmm—m
TAS Req Requirement Brian Richter's | Overall Assessment DID
# DIDComm V2 Comments Comments L
T27  [ATolP Endpoit System MUST communicate wih s Tl ccts requrement Communications
another TolP Endpoint System using the TolP Trust to DIDComm
Spanning Protocol. .
22 lEP'I'QIPﬂzenuﬁer MUST be unique within the context 8.2|DIDs are used so yes they |yes Meets requirement Submitted to the Task
in which it is used for have this property
L23 A TolP identifier MUST be a verifiable identifier, i.e.. 8.2|Any DID method with the |yes Meets requirement FOrCe Feb‘ 24’ 2023
verifiably bound to at least one set of cryptographic ability to have a
keys discoverable via an associated discovery serviceEndpoint can talk
protocol. didcomm
24 A TolP identifier SHOULD be a decentralized 8.2|VES requirement of yes Meets requirement
identifier, i.e., a verifiable identifier that does not didcomm
require with a authority.
25 A TolP identifier SHOULD be an autonomous 8.2[1 don't think this is met by |yes. DIDComm supports this _|Meets requirement
identifier, i.e., a decentralized identifier that is self- didcomm as many did but doesn't require it
certifying and fully portable imethods that are
lacceptable do not meet
this requirement
L26 A TolP identifier SHOULD support rotation of the 8.2|DID methods that include |yes Meets requirement
associated cryptographic keys for the lifetime of the key rotation can be used.
identifier.
L27 A TolP identifier MAY also support rotation to an 8.2|You can move a thread to |yes. DIDComm supports this, |Meets requirement
entirely different TolP identifier that can be a new DID entirely using  |and AFAIK is the only tech that
cryptographically verified to be a synonym of the the “from_prior property  [does so.
original TolP identifier. https://identity.foundation
/didcomm-
rotation
L28 \A TolP identifier SHOULD support the ability to: a) 8.2|Yes, service endpoints in |yes Meets requirement
associate the identifier with the network address of DID document
one or more TolP Systems that can deliver to one or
more Endpoint Systems under the locus of control of
the TolP identifier controller, and, b) if desired by the
controller, enable that association to be discoverable.
L29 The TolP Trust Spanning Protocol specification 8.3|Definitely meets Yes on the first 3. DIDComm |Meets requirement
MUST define how to construct and format messages authenticity, integrity and |doesn't have a defined strategy|
that are cryptographically verifiable to have the confidentiality using auth- |for #4, but has all the plumbing
following four properties: (1) Authenticity: the crypt. Not much in place  |to easily create it.
message was sent from a sender who has control re: message usage Wrt to point 4, this is handied
over the TolP identifier. (2) Integrity: the contents of by a DIDComm Protocol (a co-
the message transmitted by the sender are received protocol (aka super protocol)
by the recipient without modification. (3) derived from the base
Confidentiality: the contents of the message are only protocol).

accessible by authorized parties. (4) Privacy: the
contents of the message are bound to conditions of
usage agreed to by the parties
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DID

I DID Communications (DIDComm) MEETS OVERALL REQUIREMENTSI

TolP Layer 2 Trusted S i L
TAS Req Requirement Sectio Brian Richter's Daniel's DIDComm v2 Gverall Assessment Communications
# DIDComm V2 Comments Comments
L2.10 In a TolP Endpoint System, an implementation of the 8.3|Yes, authcrypt yes Meets requirement Smeltted to the TaSk
TolP Trust Spanning Protocol MUST support Force Feb.24.2023
icity and integrity.
211 In a TolP Endpoint System, an implementation of the 8.3|Ves, encryption for yes. This is not a requirement |Meets requirement
TolP Trust Spanning Protocol MAY support confidentiality but privacy |of DIDComm, but rather of the
confidentiality and privacy. could be improved (lacks [implementations. A full
usage terms) i ion of the
DIDComm spec would require
support for confidentiality, but
the DIDComm spec doesn't
actually say if lesser
implementations are still
considered conformant.
L2.12 The TolP Trust Spanning Protocol MUST enable the 8,3|Yes, didcomm protocols  |yes Meets requirement
composition of higher-level Trust Task Protocols on top of didcomm are
(such features as co-protocols). |used for this
[2.13  |The TolP Trust Spanning Protocol MUST support 8.3|Yes yes Meets requirement
\extensible message schema.
L2.14 The TolP Trust Spanning Protocol MUST support 8.4|Yes, DID resolution with  |yes Meets requirement
resolution of TolP identifiers to: a) the network service blocks and
addresses of receiving Endpoint Systems, and b) any| verification methods
required cr keys.
L2.15  The TolP Trust Spanning Protocol MUST support 8.4|Yes yes Meets requirement
i transport of messages via TolP Layer 1 interfaces. i |
L2.16 The TolP Trust Spanning Protocol MUST support 8.4|Yes yes Meets requirement
delivery of messages to the Layer 2 interface of the
Endpoint System of the ultimate receiver of the
message.
L2.17 The TolP Trust Spanning Protocol MUST support 8.4|Yes, DIDComm routes yes Meets requirement
delivery of messages via Intermediary Systems, through mediators when
required
L2.18 The TolP Trust Spanning Protocol MUST support 8.4|Uses routing “layers” yes Meets requirement
confidentiality with regard to the metadata required similar to an onion so only
for message routing relevant parties can see

o
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Michael Herman (Trusted Digital Wel
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To Drummond Reed (Gen) (drummond.reed@gendigital.com)
Cc Daniel Hardman (daniel.hardman@gmail.com); Brian Richter

Drummond, per our conversation from a couple of days ago, ...

52 BB~

P~

) ReplyAll | —>

Daniel has provided his assessment of the DIDComm protocol relative to the 18 requirements
He added his comments to a copy of the Google spreadsheet you had sent me the link to. | ended up making a copy

of yours because | was unable to edit it.

£ Find

-ar§v

TolP Layer 2 Trusted Spanning Protocol Assessment Checklist: COMPLETED. Assessment: P...
© | ) Reply

Forward l’ Al

Fri 2/24/2023 1:29 PM

Brian had already added a full set of comments/feedback. | transposed Brian’s comments into a companion set of

comments in their own column alongside Daniels.

Danial and | reviewed the overall spreadsheet on a 1:1 call today.
The overall assessment is that DIDComm meets or exceeds all the 18 requirements for a Layer 2 Spanning Protocol.
I think this will become more clear after my Proposal 4 where | have a few slides that easily explain the essence of

DIDComm (https:

hyperonomy.com/2023/02/22/proposal-4-to-toip-tsl-tf-web-7-Otrust-spanning-layerframework/).

Best regards,
Michael Herman
Web 7.0

If you want something done as quickly as possible, assign it to a busy person.

B e —————————————————————————

Each of you has been emailed a link from Google Docs. Let me know if there are any issues.
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PROPOSAL 4 :TRUST SPANNING PROTOCOL TASK FORCE

* Mission
* The mission of the TSWG is to draft the TolP Trust Spanning Protocol V1.0 Specification to meet the
requirements for TolP Layer 2 as specified in the TolP Technology Architecture V1.0 Specification.

* Deliverables

* The deliverable of this Task Force is the TolP Trust Spanning Protocol Specification that must meet the
18 requirements for the TolP Layer 2 protocol as specified in the TolP Technology Architecture V1.0
Specification.

* Proposal 4 represents a Unified Trust Spanning Layer Base Protocol solution based on readily

available, proven, comprehensive, understandable Internet technologies and specifications

PROPOSAL 4

I.  Proposal 4 Background
Proposal 4 Examples

Proposal 4 Summary: Recommendation forV| Standardization

5= 89 [

Proposal 4 Definitions and Drill-down

i.  Web 7.0 Celtic Tree of Life Trust Spanning Layer Model: Super Protocols, Base Protocols, and Subprotocols
ii.  Credential Sender-Receiver Pattern

iii. Layer | Trust Foundation Services

iv. Trust Tasks Super Protocols & Overlays
5.  Conclusion: Recommendation forV| Standardization
I'This presentation has lots of detail, but the goal is to present these concepts at an Awareness level.

2Web 7.0 tagline: Take what you need; leave the rest
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PROPOSAL 4 BACKGROUND

DIDCOMM ARCHITECTURE REFERENCE MODEL

15

WHAT ISWEB 7.0?

Web 7.0 is a unified software and hardware ecosystem for
building resilient, trusted, decentralized systems using

decentralized identifiers, DIDComm agents, and
verifiable credentials.

Take what you need; leave the rest.
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The Web 7.0 Architecture Whitepaper (#web7, @web7arch)
DIDComm Agent Architecture Reference Model
(DIDComm-ARM)

A Design Guide for Software Architects and Developers
APPENDIX D — COPYRIGHT, TRADEMARKS, AND

LICENSES

Copyright

This whitepaper is:

Copyright (c) 2022 Michael Herman (Alberta, Canada) - Creative Commons Attribution-ShareAlike 4.0
International Public License

This whitepaper is an independent work product produced by the
author; it is neither a W3C, DIF, Sovrin Foundation, nor TolP publication.

PROPOSAL 4 BACKGROUND

DIDCOMM BASICS

21
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PROPOSAL 4 :TRUST SPANNING PROTOCOL TASK FORCE

* Mission
* The mission of the TSWG is to draft the TolP Trust Spanning Protocol V1.0 Specification to meet the
requirements for TolP Layer 2 as specified in the TolP Technology Architecture V1.0 Specification.

* Deliverables

* The deliverable of this Task Force is the TolP Trust Spanning Protocol Specification that must meet the
18 requirements for the TolP Layer 2 protocol as specified in the TolP Technology Architecture V1.0

Specification.

* Proposal 4 represents a Unified Trust Spanning Layer Base Protocol solution based on readily
available, proven, comprehensive, understandable Internet technologies and specifications

22

REST/HTTP AGENT-TO-AGENT COMMUNICATION

REST/HTTP

Agent Agent TCP/IP

Origin Service

Service
(Plain Text) Message Interface Endpoint (Plain Text) Message

10
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DIDCOMM AGENT-TO-AGENT COMMUNICATION  vesssng
REST/HTTP
DIDComm Agent DIDComm Agent TCP/IP

Outbound
Processing

Outbound Inbound
DIDComm Message DIDComm Message

Inbound
Processing

25

Attachments

DIDComm

CREDENTIAL SENDER-RECEIVER PATTERN Messaging
TRUST SPANNING LAYER BASE PROTOCOL REST/HTTP

TCP/IP
Receiver Agent (Inbound Processing) Sender Agent (Outbound Processing)

DIDComm Agent

DIDComm Message Attachment
(Business Card Verifiable Credential)

DIDComm Message

*Verifiable Credentials are used
for illustrative purposes only.

11
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DIDCOMM NETWORK LAYER 4 DEMO
CHAT/DIDCOMM/HTTP/NETWORK +VC ATTACHMENTS

Bob
(did:person:5678)

Message
Routing

DIDComm
Messaging

REST/HTTP

27
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PROPOSAL 4 EXAMPLES

lIVWW36 DEMOS:
WEB 7.0 DIDCOMM-ARM AND
CREDENTIAL SENDER-RECEIVER PATTERN

12
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DID DID
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WEB 7.0 GLOBAL DIDCOMM NETWORK

Message
Routing

DIDComm
Messaging

REST/HTTP

34

DIDComm User Agent

endpoint) Software Agent (endpoint)
Q90),

ABC Grocery

Organization (subject)
55

: @ DIDCOMM-ARM:
= DIDCOMM GLOBAL NETWORK

g
DIDComm Client

~

DID Regiscry )

DID Decuments for

DIDComm/HTTP Network
(Global Messaging Passing and Delivery Agents)

o

did:mesh:3, did:mesh:2, didmesh:|, &
did-org:111-222-333

DIDComm Network
Router Agent

14
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DIDComm User Agent

Web 70|

Architecture

DIDCOMM-ARM:
TRANSPORT INDEPENDENT

ABC Grocery

Agent (#ﬂer endpoint) Software Agent (endpoint) Organization (subject)
i B eG090), - 5 5 5

aYa

g
m Agént DIDComm Client

id: id:
did-org:111-222-333

DIDComm DIDComm . DIDComm Network Mess?ge
Bluetooth libp2p ) o _ o Router Agent Routing
Qevice Network Network o o o ) DIDComm
DIDComm/HTTP Network Messaging
DIDComm DIDComm (Global Messaging Passing and Delivery Agents) An
gRPC WebSockets - y
ransport
Network Network \ y P
35
Attachments

DIDComm

CREDENTIAL SENDER-RECEIVER PATTERN Messaging
TRUST SPANNING LAYER BASE PROTOCOL RESTHTTP

Receiver Agent (Inbound Processing) Sender Agent (Outbound Processing)

DIDComm Agent

Candidate Model
DIDComm Protocol as
the basis for the Unified

Trust Spanning Layer Base

Protocol

nnnnnnn

DIDComm Message Attachment
(Business Card Verifiable Credential)

*Verifiable Credentials are used
for illustrative purposes only.

15
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Attachments

DIDComm

CREDENTIAL SENDER-RECEIVER PATTERN Messaging
TRUST SPANNING LAYER BASE PROTOCOL RESTHTTP

Receiver Agent (Inbound Processing) Sender Agent (Outbound Processing)

DIDComm Agent DIDComm Agent

Recommendation
DIDComm Protocol as
the basis for the Unified

Trust Spanning Layer Base

Protocol

DIDComm Message Attachment
=N (Business Card Verifiable Credential)

4.iv. - Trust Tasks Super
Protocols & Overlays:
Drilldown and Examples

*Verifiable Credentials are used
for illustrative purposes only.

37
Proposal 4 (as presented in this version of the Proposal 4 presentation) is a:
* Compelling story (with irrefutable evidence and examples) supporting the selection of
* DID Communications (DIDComm) Protocol
* Credential Sender-Receiver Pattern
* as the basis for the Unified Trust Spanning Layer Base Protocol for any and all decentralized ecosystems
* Web 7.0 DIDComm Architecture Reference Model (DIDComm-ARM)
* TolP Technical Architecture Specification (TolP TAS), Etc.
e Dan Proposal #4 to TolP TSP TF 0.8: Web 7.0 Trust Spanning Layer Framework++ (Summary Presentation) #27
(-:-‘) mwherman2000 3 weeks ago - 7 comments - 9 replies
° es that clear. |
% dhh1128 5 daysago  Maintainer Q@ -
. | believe that DIDComm v2 ticks all the boxes, and | like Michael's proposal because | think it makes ent-5240938
hat clear. | can hardly say otherwise, since it's something | poured my heart and soul into Jgleev=Tg
that does not mean | think it is optimal, which is why | didn't just recommend it in its current form.
38
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https://github.com/trustoverip/trust-spanning-protocol/discussions/27#discussioncomment-5240938
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PROPOSAL 4 DEFINITIONS AND DRILL-DOWN

*  Web 7.0 Celtic Tree of Life Trust Spanning Layer Model: Super Protocols, Base Protocols, and
Subprotocols

* Credential Sender-Receiver Pattern
e Layer | Trust Foundation Services
e Trust Foundation Services Subprotocols

e Trust Tasks Super Protocols & Overlays

40

PROPOSAL 4 :TRUST SPANNING PROTOCOL TASK FORCE

* Mission
* The mission of the TSWG is to draft the TolP Trust Spanning Protocol V1.0 Specification to meet the
requirements for TolP Layer 2 as specified in the TolP Technology Architecture V1.0 Specification.
* Deliverables

* The deliverable of this Task Force is the TolP Trust Spanning Protocol Specification that must meet the
18 requirements for the TolP Layer 2 protocol as specified in the TolP Technology Architecture V1.0
Specification.

* Proposal 4 represents a Unified Trust Spanning Layer Base Protocol solution based on readily

available, proven, comprehensive, understandable Internet technologies and specifications

41
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Proposal 3

SIDE BAR:TOIP TSP TASK FORCE SCOPE-OF-WORK

. Need to adopt a systems, ecosystem-wide point-of-view/perspective
2. Scope of work cannot be limited to the specification of a Trust Spanning Layer Base Protocol

3. Post-proposals analysis and consolidation will require some perceived Trust Spanning Layer

Base Protocol capabilities to be relegated or delegated to either:

* TrustTasks Super Protocols
* Trust Foundation Services Subprotocols

* This relegation/delegation activity needs to be in-scope. Detailed specification of the Trust Tasks Super

Protocol and Trust Foundation Services Subprotocol framework and individual protocols to be
deferred to a separate WG/TF activity

N
(o)}
S
o

CREDENTIAL SENDER-RECEIVER PATTERN
DRILLDOWN

S

~N
A
~

20
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PROPOSAL 4 :TRUST SPANNING PROTOCOL TASK FORCE

* Mission
* The mission of the TSWG is to draft the TolP Trust Spanning Protocol V1.0 Specification to meet the
requirements for TolP Layer 2 as specified in the TolP Technology Architecture V1.0 Specification.

* Deliverables

* The deliverable of this Task Force is the TolP Trust Spanning Protocol Specification that must meet the
18 requirements for the TolP Layer 2 protocol as specified in the TolP Technology Architecture V1.0
Specification.

* Proposal 4 represents a Unified Trust Spanning Layer Base Protocol solution based on readily

available, proven, comprehensive, understandable Internet technologies and specifications

48

Proposal 2

Proposal as a picture

Layer 4

Layer 3: Trust Tasks

issue cred | present proof | pay | bind biometric | consent | vote
manage co-tasks | ask trust registry | DWNxfer | 0IDC login

pass confid custody || ack ' |discover features control task

connections stateless

Layer 2

TSP Suite encryption | broadcast

fundamental authentic intentions

21
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I
l T LW o
[ t
m Header Header (,:_tfé::?_l]g:;) \
/ Dala Link Layer
l f /Receiver (/77 Handler)
Link Layer "\\
Header Header (Ethernet, X.25, ARP, OSPF, NDP .... ) \
Physical Layer

m Hoador

Wenjing Chu

ransport-level Handléh]
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Attachments
CREDENTIAL SENDER-RECEIVER PATTERN Vessing
TRUST SPANNING LAYER BASE PROTOCOL REST/HTTP

Receiver Agent (Inbound Processing)
DIDComm Agent

Sender Agent (Outbound Processing)

DIDComm Agent

Candidate Model
DIDComm Protocol as
the basis for the Unified

Trust Spanning Layer Base

Protocol

DIDComm Message Attachment
(Business Card Verifiable Credential)

*Verifiable Credentials are used
for illustrative purposes only.

(THI
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Verifiable Credential Receiver '"‘erc“*\ji’:‘“a'T’Pe Verifiable Credential Sender

ﬁeceive Credential: 570 éend Credential:
RI.Receive message (Web 7. SI. Create credential

R2. Decrypt message Veriﬁab'le S2.Sign credential
R3.Verify sender Credential) $3.Address message

R4. Detach verifiable S4.Auth-encrypt message
credential & verifiable credential
R5.Verify verifiable attachment

credential S$5. Send message

R6. Process message

and verifiable credential ’ Trust Spanning Layer \ .
(Trust Spanning Protocol)

Ktmchmems

DIDComm

Messagin
Message w/Credential Attachment E0E

REST/HTTP

Layer 4 Trust Agents Layer¥WWeb 7.0 Trust Spanning Layer Base Protocol (Full Meal Deal Model)

DIDComm Agent DIDComm Agent Attachments

DIDComm
_—— e = = = — e = o Messaging
Trust Tasks REST/HTTP
Message Receiver Message Sender
DIDComm Message ~ peemm e
Send Message il
SI. Create message +
Receive Message metadata
I e Ré. Process message + N — ]
metadata (and verifiable S3.Address message
Trust Spanning Layer credentials)

(Trust Spanning
Protocol) Sé6.Attach verifiable
credential(s)
B R4. Detach verifiable S7.Auth-encrypt message — e

credential attachments & embedded credential
R3.Verify sender attachment(s)

R2. Decrypt message S8. Send message
R1.Receive message w/attachments if any)

(P IR RN * Italicized phases are optional

Inbound Message Processing Stack Outbound Message Processing Stack

Layer | Trust Foundation Services
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Layer 4 Trust Agents Layer ~ Web 7.0 Trust Spanning Layer Base Protocol (Minimal Model)

DIDComm Agent DIDComm Agent

Inbound Mes; pcessing Stack Outbound M

DIDComm
— - o Messaging _

Trust Tasks RESTIH
Message Receiver Message Sender
= TCPIP
Send Message
S|. Create message
Receive Message
T — — — Ré6. Process message S3.Address message

Trust Spanning Layer
(Trust Spanning
Protocol)

R1.Receive message S8.Send message

REST/HTTP Transport * Italicized phases are optional

Layer | Trust Foundation Services

55

Attachments

DIDComm

CREDENTIAL SENDER-RECEIVER PATTERN Messaging
TRUST SPANNING LAYER BASE PROTOCOL RESTHTTP

TCP/IP

Receiver Agent (Inbound Processing) Sender Agent (Outbound Processing)

DIDComm Agent

DIDComm Agent

Candidate Model
DIDComm Protocol as
the basis for the Unified

Trust Spanning Layer Base

Protocol

DIDComm Message Attachment
(Business Card Verifiable Credential)

*Verifiable Credentials are used
for illustrative purposes only.
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PROPOSAL 4 TO TOIP TSP WG:

LAYER 1 TRUST FOUNDATION SERVICES
TRUST FOUNDATION SERVICES SUBPROTOCOLS

- DID Resolution Gateway Agents

- DIDComm Intelligent Network Routing Agents

Layer 4.Trust Agents Layer

LS
;’4# - (‘“ .*{% AN

Trust Tasks Super Protocols

00
£
o0
«
wn
wn
0
>
b
c
=
[o]
0
=]
3

Trust Spanning Layer Base Protocol

. M

Trust Foundation Services Subprotocols

Inbound Messaging

Layer |.Trust Foundation Services
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Foundation
Subprotocol

DIDCOMM NETWORK MESSAGE ROUTER AGENT  Aachmens

DIDComm
Messaging

REST/HTTP

WEB 7.0 DIDCOMM-ARM NETWORK LAYER 4 DEMO
CHAT/DIDCOMM/HTTP/NETWORK +VC ATTACHMENTS

nnnnnnnn
"5 (didtpersoni234)  Dooemle A —

Sannn Alice’s User Agent sl
example com:B0B0 (UDID Data Service}

hetp:Hfexample.com 8085

DIDLANG/DNS Qui

DIDComm Message Aachmant
(Busingss Card Verifiable Credential)  °*2d

Alice’s Agent
hecpiiexample.com8080
(heep:if128.0.0.1:8080)

hepil/example.com 8085
(hetp:/128.0.0.1:8085)

B0 Camum Werwork Message Raster

oo

59

Foundation
Subprotocol

Attachments

DID REGISTRY GATEWAY AGENT

DIDComm
Messaging

REST/HTTP

WEB 7.0 DIDCOMM-ARM NETWORK LAYER 4 DEMO
CHAT/DIDCOMM/HTTP/NETWORK +VC ATTACHMENTS

Bob
(didpersomseray Lo e (didpersoni234) Dol

* Alice's User Agent DID Ragisery
heepiiexample comB0B0  (UDID Data Service)
{heep//126.0.0.1-8080)

hetp:Hfexample.com 8085

DIDLANG/DNS ng
o
i

Alice’s Agent
hecpiiexample.com8080
(heep:if128.0.0.1:8080)

DIDComm Message Atzachman
(Businass Card Varifiabla Crade

B0 Camum Werwork Message Raster

mmmmm
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PROPOSAL 4 TO TOIP TSP WG:
TRUST TASKS SUPER PROTOCOLS & OVERLAYS

63

Layer 4.Trust Agents Layer

W

‘o\ ( ‘. )_ &)\
TrustTasks Super Protocols
S A"“‘/ A

~

R
R

[
Inbound Messaging
Outbound Messaging
(|

LIS

A2A Message Transport
[ >
Trust Spanning Layer Base Protocol

M I

Trust Foundation Services Subprotocols
W

S

Layer |.Trust Foundation Services
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TrustTasks
Super
Protocol
DANIEL HARDMAN'’S DIDCOMM PROTOCOL EXAMPLES Aachmens
DIDComm
Messaging
e |ssueCredential e HailTaxi REST/HTTP
e ProveWithCredential e BookHotel
e Connect, Introduce, SayGoodbye e PlanVacation
e Pay, ListForSale e RichChat
e TakeTest e NegotiatePriceAndPaymentMethod
e ApplyForLoan, ApplyForJob e ReportCrime
e ScheduleEvent e RequestSupport
e \ote e FilelnsuranceClaim
e Recommend e PutlitemInEscrow
e FlipCoin e AskAlexa
- e CheckBiometric e PostTweet -
65
TrustTasks
Super
Protocol
ADDITIONAL USE CASES il 1T
DIDComm
Messaging
Trust Tasks Super Protocol Use Cases REST/HTTP
I.  Secure, private, asynchronous agent to agent communication (one-way and full duplex)
2. A sample/simple procurement business process workflow (RFQ, PO, Waybill, Shipping Notifications,
Delivery Confirmation, Invoice, Payment Confirmation, ...)
3. Issuer-Holder-Verifier Model
4. lIssue Purchase Order
5. Issue Vaccination Record
6. Message, Credential Attachment, A2A Message Transport, and Trust System Interop (4-Corner Model)
Trust Foundation Services Subprotocol Use Cases
7. DID Resolution via L2 TSP (4 standard DID Resolution methods running over L2 TSP)
8. Intelligent Message Routing through an arbitrary, multiple Agent-based Network
66
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TrustTasks

Proposal | Super
Protocol

MESSAGE PROCESSING OVERLAYS Aeachments

DIDComm
Messaging

REST/HTTP
Base Outbound Message Processing Overlay
S|. Create message S3.Address Sé.Attach verifiable S7.Auth-encrypt S$8.Send
+ metadata message credential(s) message message

Base Inbound Message Processing Overlay

: V R4. Detach verifiable Ré6. Process message +
RI.Receive message R2. Decrypt message R3.Verify sender

* Italicized phases are optional X4

TrustTasks

Proposal | Super
Protocol

PROTOCOL OVERLAYS (SPECIALIZATIONS) T
MESSAGE PROCESSING OVERLAYS DIDComm

Messaging

Outbound Message Processing Overlay C REST/HTTP

S|.Create message S3.Address Sé.Attach verifiable S7.Auth-encrypt $8.Send
+ metadata message credential(s) message message

Outbound Message Processing Overlay B
S|.Create message S3.Address Sé.Attach verifiable S7.Auth-encrypt $8.Send
+ metadata message credential(s) message message
A

Outbound Message ProcessTg OveslayeA._

(Base Protocol or any Specialization)
S1.Create mess S3.Address Sé.Attach verifiable S7.Auth-encrypt $8.Send
+ metadata message credential(s) message message

* Italicized phases are optional 68

s (Specializations)

4

NG

Protocol Overla
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TRUST TASKS SUPER PROTOCOL OVERLAYS
(SPECIALIZATIONS)

A specific Trust Tasks Super Protocol Overlay (Specialization) includes (among other things):

1. Select basis protocol to overlay: the Base Protocol or a particular Super Protocol/Subprotocol
2. Additional process-specific messages formats/schemas

3. Additional process-specific (or generic standardized) message attachments schemas

4. Override inbound & outbound message processing overlay phases (if required)
5

. Override specific executable business process workflow template (e.g an OASIS BPMN process workflow
template serialized in the OASIS BPMN defined XML serialization format)

[9)]

. Additional governance such as business rules, policies, procedures, process (3P) documentation

~N

. (Optionally) Trust/security/privacy policies for external attachments (see next slide)

Assumption: the Receiver and Sender agents each have an embedded or decentralized workflow
engine available to run the business process workflows (true in Web 7.0).

ABC Grocery N
Software Agent (endpaint) Organization (subject) 4-Corner

Interoperability
TrustTasks
Super
Protocol

Attachments

—— |oiocommbiesa; :adMRAComm
— H (Purchase Order It '“‘Wé‘?&%’ i,
REST/HTTP

e | DIDCoMm Message Artachment
=@ (Purchase Order InterCredentil Type LDVCI)
ot —

David's Cabbages
Farm Business (subject)  Softwars Agent (Order endpoint)
\6¢
FargS

DIDComm Message Attachment
(Purchase Order InterCredential Type LDVCI)

DIDComm Message Attachment
(Purchase Order InterCredential Type LDVC)

TRUST TASKS
SUPER PROTOCDL EXAMPLES: ‘W 4
4-CORNER INTEROPERABILITY MODEL ?

(INTERCREDENTIAL-4C) (1/2) — )

70
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TrustTasks
Super
Protocol

EMBEDDED ATTACHMENTS vs. EXTERNAL ATTACHMENTS  Asachmens

DIDComm
Messaging

I. Embedded Attachments — the attachment content (bytes) is attached to a message by =~ ResT/HTTP
embedding the content directly as a subelement of the message.
* For embedded attachments, trust/security/privacy can be handled by:
* a) the attachment format (e.g. as a verifiable credential),and

* b) the attachment format wrapped by message format (e.g. DIDComm Message auth-encryption)

2. External Attachments — the attachment content (bytes) is stored independently of (external
to) the message. The attachment content is “attached” to a message by reference
(e.g-2 URL message subelement that dereferences to a blob stored on IPFS)
* Referenced attachments: trust/security/privacy is specified using a Trust Tasks Trust Tasks super
protocol

* While trust/security/privacy of the message (containing the reference to the attachment) is handled
by the Trust Spanning Layer Base Protocol, trust/security/privacy of the external attachment (data
path) is specified/handled by a Trust Tasks Trust Tasks super protocol (signal/control path)

72

ISSUER-HOLDER-VERIFIER MODEL
TRUST TASKS SUPER PROTOCOL
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PROPOSAL 4 :TRUST SPANNING PROTOCOL TASK FORCE

* Mission
* The mission of the TSWG is to draft the TolP Trust Spanning Protocol V1.0 Specification to meet the
requirements for TolP Layer 2 as specified in the TolP Technology Architecture V1.0 Specification.
¢ Deliverables
* The deliverable of this Task Force is the TolP Trust Spanning Protocol Specification that must meet the

* 18 requirements for the TolP Layer 2 protocol as specified in the TolP Technology Architecture V1.0
Specification.

* Proposal 4 represents a Unified Trust Spanning Layer Base Protocol solution based on readily

available, proven, comprehensive, understandable Internet technologies and specifications

74

((((((

Foundation
Subprotocol

Attachments

DIDComm
Messaging

| present
b % Holder REST/HTTP
manages credentials;
uses them to create
presentations of proof
for Verifiers

gedle [ Verifiable Data Registry }

Issuer Verifier
digitally signs requests proof: verifies
attestations; packages that issuer attestations
and gives cred to Holder satisfy requirements

78
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ADDITIONAL EXAMPLES
TRUST TASKS SUPER PROTOCOLS

TrustTasks
Super
Protocol

ISSUE PURCHASE ORDER MODEL Attachments

DIDComm
Messaging

David’s Cabbages ABC Grocery HTTP
Farm Business (subject) Software Agent (Order endpoint) Software Agent (endpoint) Organization (subj&.ﬁ?r
DIDComm Agent DIDComm Client

DIDComm Message w/VC Attachments

DIDComm Message/HTTPPUT
DIDComm Message/HTTPPUT
—

s | D|DComm Message Attachment
— a (Purchase Order Verifiable Credential)

81
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TrustTasks
Super
Protocol

ISSUE VACCINATION CREDENTIAL MODEL il 1

DIDComm
Messaging

Alice Vaccination Authority

Person (subject/persona) Software Agent (endpoint) Software Agent (endpoint) Organization (sut 1&?&545%

-

did:person:|1234

did:org:123-456-789

DIDComm Message/HTTP PUT DIDComm Message/HTTP PUT

s | D|DComm Message Attachment
— a (Vaccination Verifiable Credential)
—

—
—
82
TrustTasks
Super
Protocol
VERIFIABLE CREDENTIALS W/JSON-LD/RDF EXTENSIONS  Avchmens
DIDComm
Messaging
Bob Alice
Person (subject/persona) N Software Agent (endpoint) Software Agent (endpoint) Person {subjecdpe$5§£‘Hm
did:person:5678 did:person:1234
DIDComm Message/HTTP PUT DIDComm Message/HTTP PUT
I
e D|DComm Message Attachment
— a (JSON-LD/RDF Verifiable Credential)
—
84
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TrustTasks
Super
Protocol

STRUCTURED CREDENTIALS (ALTERNATIVE SERIALIZATION) et

REST/HTTP

Bob
Person (subject/persona)

did:person:5678

85

DIDComm Message/HT TP PUT

Software Agent (endpoint)

Software Agent (endpoint)

3 O

Alice
Person (subject/persona)

did:person:1234

DIDComm Message/HTTP PUT

ISSUE PURCHASE ORDER MODEL

Davids Cabbages
A

ARC Grocery
Farm Buses ubfoct)  Sohwn dporm)  Orpun

— @ [P ottt vty

—

ssuer-Holder-Verifier Model éﬂ 20,

Issoe

Holder

present

g
Verifier

Issuer-Holder-Verifier Model

DIDComm Message Attachment
(Structured Credential)

ISSUEVACCINATION CREDENTIAL MODEL
TRUST SPANNING LAYER FRAMEWORK LAYER 3 EXAMPLE

e

Vaccadon vty
ipa veition (1bpctpersons)

2

Sokoware Agere fendpom Software g

dorg 113456789

¥

VERIFIABLE CREDENTIALS W/JSON-LD/RDF EXTENSIONS ‘
TRUST SPANNING LAYER FRAMEWORK LAYER 3 EXAMPLE ‘

b Ace

dpersonssTs

[Ey——

prrs—

Verifiable Credential Receiver

Verifiable Cradential Sender

Trust Spanning Layer

Trust Spanning Layer
(Trust Spanning Protocol)

86

STRUCTURED CREDENTIALS (ALTERNATIVE SERIALIZATION)
TRUST SPANNING LAYER FRAMEWORK LAYER 3 EXAMPLE

Bare Credential
Sender-Receiver Model
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VALUE-ADD OF A UNIFIED, END-TO-END,
SINGLE TRUST SPANNING LAYER BASE PROTOCOL

87
Automated
Governance
SIDE BAR:WEB 7.0 AUTOMATIC AGENT CODE GENERATION
23 struct DIDCOMMMessage
24 {
25 DIDCOMMEncryptedMessage encryptedMessage;
26 ¥
27
28 struct DIDCOMMResponse
29 {
30 long rc;
31 ¥
32
33 {protocol DIDCOMMEndpoint A
34 {
35 Type: HTTP;
36 Request: DIDCOMMMessage;
37 Response: DIDCOMMResponse; // vold;
8 L} J
39
49 server DIDCOMMAgent
41 {
42 | protocol DIDCOMMEndpoint; |
43 }
88
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89

SIDE BAR:WEB 7.0 DIDCOMM
DID REGISTRY GATEWAY:

AUTOMATIC AGENT CODE

GENERATION

POP QUIZ

a. Base Protocol

b. Subprotocol

c. Super Protocol

d. None of the above

CONCLUSIONS

Wesr oo cateway o+ > [

54 protocol Create

55 {

56 Type: HTTP;

57 Request: CreateDIDCommRequest;
58 Response: CreateDIDCommResponse;
59 }

60

61 protocol Read

62 {

63 Type: HTTP;

64 Request: ReadDIDCommRequest;

65 Response: ReadDIDCommResponse;
66 )

67

68 protocol Update

69 {

70 Type: HTTP;

71 Request: UpdateDIDCommRequest;
72 Response: UpdateDIDCommResponse;
73 }

74

75 protocol Deactivate

76 {

77 Type: HTTP;

78 Request: DeactivateDIDCommRequest;
79 Response: DeactivateDIDCommResponse;
80 }

1

82 server DIDRegistryGatewayServer

83 {

84 protocol Create;

85 protocol Read;

86 protocol Update;

87 protocol Deactivate:

88 )

89

3/26/2023
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PROPOSAL 4 :TRUST SPANNING PROTOCOL TASK FORCE

* Mission
* The mission of the TSWG is to draft the TolP Trust Spanning Protocol V1.0 Specification to meet the
requirements for TolP Layer 2 as specified in the TolP Technology Architecture V1.0 Specification.

* Deliverables

* The deliverable of this Task Force is the TolP Trust Spanning Protocol Specification that must meet the

* 18 requirements for the TolP Layer 2 protocol as specified in the TolP Technology Architecture V1.0
Specification.

* Proposal 4 represents a Unified Trust Spanning Layer Base Protocol solution based on readily
available, proven, comprehensive, understandable Internet technologies and specifications

95

Attachments

DIDComm

CREDENTIAL SENDER-RECEIVER PATTERN Messaging
TRUST SPANNING LAYER BASE PROTOCOL RESTHTTP

Receiver Agent (Inbound Processing) Sender Agent (Outbound Processing)

DIDComm Agent

Candidate Model
DIDComm Protocol as
the basis for the Unified

Trust Spanning Layer Base

Protocol

nnnnnnn

DIDComm Message Attachment
(Business Card Verifiable Credential)

*Verifiable Credentials are used
for illustrative purposes only.

(THI
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Layer 4 Trust Agents Layer Web 7.0 Trust Spanning Layer Base Protocol (Full Meal Deal Model)
DIDComm Agent DIDComm Agent Attachment's

DIDComm
S . — = mm mm me o MlESSAGING
Trust Tasks
Message Receiver Message Sender REST/HTTP
DIDComm Message
TCP/IP

Send Message

S|. Create message +
Receive Message metadata
Ré6. Process message +
metadata (and verifiable S3.Address message
credentials)

Trust Spanning Layer

(Trust Spanning Protocol) $6.Attach verifiable
credential(s)
R4. Detach verifiable S7.Auth-encrypt message
credential attachments & embedded credential
R3.Verify sender attachment(s)
R2. Decrypt message S8. Send message
R1.Receive message w/attachments if any)

ARl el * Italicized phases are optional

Inbound Message Processing Stack
Layer | Trust Foundation Services

Outbound Message Processing Stack

97
Attachments
DIDComm
PROTOCOL OVERLAYS (SPECIALIZATIONS) Messaging
MESSAGE PROCESSING OVERLAYS REST/HTTP
Outbound Message Processing Overlay C
$2.Add correlation $4. Create S5. Sign
o id (co-id) credential credential
4 ‘
g
¥
i
(%)
a Outbound Message Processing Overlay B
23 —
9 $2.Add correlation $4. Create S5. Sign
« id (co-id) credential credential
oA ¢
o
K] Outbound Message Processmg-CvenlayA_
.g (Base Protocol or any Specialization)
o $2.Add correlation $4. Create S5. Sign
id (co-id) credential credential

* Italicized phases are optional 98
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Attachments

DIDComm

CREDENTIAL SENDER-RECEIVER PATTERN Messaging
TRUST SPANNING LAYER BASE PROTOCOL RESTHTTP

Receiver Agent (Inbound Processing) Sender Agent (Outbound Processing)

DIDComm Agent

Recommendation
DIDComm Protocol as
the basis for the Unified

Trust Spanning Layer Base

Protocol

nnnnnnn

DIDComm Message Attachment
(Business Card Verifiable Credential)

*Verifiable Credentials are used
for illustrative purposes only.

DIDCOMM NETWORK LAYER 4 DEMO
CHAT/DIDCOMM/HTTP/NETWORK +VC ATTACHMENTS

Alice

Bob
DIDCo U
(idperson5678) )

" .
E ----- Bob’s User Agent . : amn : Alice’s User Agent DID Registry
http://example.com:8185 http://example.com:8180  (UDID Data Service)
. (http://128.0.0.1:8185) (http://128.0.0.1:8180)

DIDComm User Agent

(did:person:1234)

DIDComm Message Attachmen :
" i ; DIDG
ob’s Agent (Business Card Verifiable Crede itial) Alice’s Agent

2xample.com:8085 http://example.com:8080
(http://128.0.0.1:8080)

Message
Routing o
-

DIDComm

Messaging o o roane outmnie s |

B Netwo Gent
REST/HTTP \
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Layer 4.Trust Agents Layer

NG
r/

D) /(?» .“\*)

TrustTasks Super Protocols
SN WA VALY
?vm/ﬂ.' e
£ A2A Message Transport @

Inbot nd Messaging
Outhound Messaging

Base Protocol

3 4
SNV - &7
Trust Foundation Services Subprotocols

w 1 S —
SWAUPE

Outbound Messaging

20
80
[
w
(%]
14,
=
o
(=
=}
(o]
o

S

Layer |.Trust Foundation Services

101
Attachments
DIDComm
CONCLUSION Messaging
REST/HTTP
Proposal 4 (as presented in this version of the Proposal 4 presentation) is a:
* Compelling story (with irrefutable evidence and examples) supporting the selection of
* DID Communications (DIDComm) Protocol
* Credential Sender-Receiver Pattern
* as the basis for the Unified Trust Spanning Layer Base Protocol for any and all decentralized ecosystems
* Web 7.0 DIDComm Architecture Reference Model (DIDComm-ARM)
* TolP Technical Architecture Specification (TolP TAS), Etc.
e Dan Proposal #4 to TolP TSP TF 0.8: Web 7.0 Trust Spanning Layer Framework++ (Summary Presentation) #27
mwherman2000 3 weeks ago - 7 comments - 9 replies
‘ es that clear. |
3 dhh1128 5 days ago  Maintainer @ -
. | believe that DIDComm v2 ticks all the boxes, and | like Michael's proposal because | think it makes ent-5240938
hat clear. | can hardly say otherwise, since it's something | poured my heart and soul into Jglel¥ =N I
that does not mean | think it is optimal, which is why | didn't just recommend it in its current form.
102
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Attachments

DIDComm

CREDENTIAL SENDER-RECEIVER PATTERN Messaging
TRUST SPANNING LAYER BASE PROTOCOL RESTHTTP

Receiver Agent (Inbound Processing) Sender Agent (Outbound Processing)

V| Standardization
DIDComm Protocol as
the basis for the Unified

Trust Spanning Layer Base

Protocol

uuuuuuuuuuuuuuuuuuuuuuu

DIDComm Message Attachment
(Business Card Verifiable Credential)

*Verifiable Credentials are used
for illustrative purposes only.

103

LUESTIONS! -
TWEET QUESTIONS TO @FREDDYARCHITECT
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APPENDIX A

Web 7.0 Celtic Tree of Life Trust Spanning Layer Model:
Implementation View and
Layer | Trust Foundation Services View

Layer 4. Trust A
T

2 ,;  ' -

gents Layer

ing

SR
" Outbound Messag

U Yy
A2A Message Transport

S 2N
Trust Spanning Layer Base Protocol !

00
=
50
S
"
w
4,
=
o
c
8 >
o
o
=

Y

Outbound
Messaging

5

=

Inbound
Messaging
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Layer 4.Trust Agents Layer
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APPENDIX B

Data Replication (Subscribe/Publish) Scenario:
Publisher-Notify/Subscriber-Pull Super Protocol

108
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Replication
Super Protocol

DIDComm

DATA REPLICATION (SUBSCRIBE/PUBLISH) SCENARIO Messaging
PUBLISHER-NOTIFY/SUBSCRIBER-PULL SUPER PROTOCOL restrTe

DIDComm Agent DIDComm Agent
Publisher Subscriber
Agent Agent

1. Subscriber: Subscribe (RepllcatlonID Topic, Category, Filter} @

2. Publisher: Change Notification {ReplicationID}

2+. Publisher: Change Notification {ReplicationlD}

3. Subscriber: Pull Changes {ReplicationID, ReplicationID, ...}

* Works in all Disconnected Agent scenarios.
* No unnecessary risk of clogging the
DIDComm Global Network.

109

EFFECTIVE PROTOCOL DIAGRAMS DEPICT PROTOCOLS AS A
SET PROTOCOL PATHS BETWEEN PAIRS OF SOFTWARE INTERFACES

DIDComm Agent DIDComm Agent
Publisher Software Protocol Subscriber _, Software
Agent Agent / Agent 2 Agent
Software ‘| Setof Software
Interface Protocol Interface
|. Subscriber: Subscril \r\cp..i'f.uﬁ.u, opic, Category, Filter} @ =

2. PublishérjChange Notification {ReplicationID}

2+. Publishel: Change Notification {ReplicationlD}

3. Subscriber: Pull Changes {ReplicationlD, ReplicationID, ...}

110
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Trust Protocol Profile-Trust Spanning Layer Framework:
Trust Protocol Profile Example Scenarios

112

TRUST PROTOCOL PROFILE-TRUST SPANNING LAYER
FRAMEWORK:TRUST PROTOCOL PROFILE EXAMPLE SCENARIOS

| *ATrust Protocol Profile defines a protocol configuration for communication between a pair of software agents. Interoperability is achieved using the Base-Protocol 4-corner interoperability model. |

(Trust Protocol Profile X

-

Verifiable Messaging Protocol (L2 Base)

Identifier Service A (LI Sub)

Payload Service A (LI Sub/L3 Super)

Verifiable Message Format(s)
e.g. DIDComm/HTTP Messages
e.g. DIDComm/AnyTransport Messages

Verifiable Identifier Specification A
Verifiable Identifier Registry A
Verifiable Identifier Registry Protocol A

e.g Verifiable Credential Specification (L)
e.g. Credential Sender-Receiver Pattern

(L3)

|

rTrust Protocol ProfileY

Non-Verifiable Messaging Protocol (L2 Base)

Identifier Service B (LI Sub)

Payload Service B (LI Sub/L3 Super)

Non-Verifiable Message Format(s)
e.g. REST/HTTP Messages
e.g. REST/AnyTransport Messages

Verifiable Identifier Specification B
Verifiable Identifier Registry B
Verifiable Identifier Registry Protocol B

e.g. mDL Specification (L1)
e.g. Credential Sender-Receiver Pattern

(L3)
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TRUST PROTOCOL PROFILE-TRUST SPANNING LAYER
FRAMEWORK: PROPOSAL 4 ASSESSMENT

Proposal | Profile | Messaging Protocol Message Format Identity System Message Payloads
Stack (Attachments)

Proposal 4 Verifiable Messaging Verifiable Credentials V2
Protocol: DIDComm AuthEncrypt
- Attachments .
- DIDComm Messagin Verifiable Messages
4B REST/HTTP N8 \w/Embedded and/or mDLs, X.509 Certificates,
: External Attachments DID-CORE:
- Any Transport (e.g.
- DIDs
HTTP) . .
- Service Endpoints
4C . - DID Documents  Office Documents, PDF
Non-Verifiable - DID Registr p
Messaging Protocol: Non-Verifiable Plain Text gIstry 1es, -
- Basic Messaging Messages (e.g. JSON)
4D - REST/HTTP w/Embedded XML Data, CSV files, UBL
- Any Transport (e.g. Attachments Business Documents, ...
HTTP)
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TRUST PROTOCOL PROFILE-TRUST SPANNING LAYER
FRAMEWORK:ASSESSMENT OF OTHER PROPOSALS

Proposal | Profile Messaging Protocol Message Format Identity System Message Payloads
Stack (Attachments)

Proposal 3

Proposal 2 2A

Proposal | 1A
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APPENDIX D

Two Layer Honey-Peanut Buffer-Jelly Model

for Trust Spanning Layer Frameworks

117

WEB 7.0 TWO-LAYER HONEY-PEANUT BUTTER-JELLY (HPBJ))
MODEL FOR TRUST SPANNING LAYER FRAMEWORKS

r 4. Trust Agents (Software) Layer

Trust Tasks Super Protocols (Jelly)

nning Layer Base Protocol (Peanut Butter)

st Foundation Services Subprotocols (Honey)

s

,'*:1 tion Services (Software) Layer
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THE END e
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